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Remote Desktop Connection and Remote Settings

For security purposes, you CANNOT remote into your work computer unless you’re connected via
FIRST from a VPN Client on your off-campus computer. Also, your office computer does not accept a
remote desktop connection by default. If a remote desktop connection to your office computer is
desirable, please read the following:

1. On your desktop, right-click This PC shortcut and select Properties.
Note: If there is no shortcut on the desktop, open File Explorer and right-click This PC in the
left pane.

Open

Pin to Quick access
Manage
Pin to Start

Map network drive...

Disconnect network drive...

Create shortcut
Delete

Rename

Properties
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2. This will open the System menu then select Remote Settings on the left panel.

£ system — O >

T E » Control Panel » Systemn and Security » System v O £ Search Control Panel

Control Panel Home . .. .
View basic information about your computer

& Device Manager Windows edition
& Remote settings Windows 10 Pro

® System protection © 2019 Microsoft Corporation. All -- WI n d OWS 1 O
rights reserved. ..

G Advanced system settings

Custerm
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3. Under Remote Assistance. Check Allow Remote Assistance connections to this computer.

4. Under Remote Desktop. Enable Allow remote connections to this computer.

5. Under Remote Desktop. Check Allow connections only computers running Remote Desktop
with Network Level Authentication.

6. Click Apply then OK.

System Properties *

Computer Mame Hardware Advanced System Protection Remote

Remote Assistance

Allow Remote Assistance connections to this computer

What happens when | enable Bemote Assistance?

Advanced...

Remote Desktop

Choose an option, and then specify who can connect.
(") Don't allow remote connections to this computer
(@) Allow remote connections to this computer

Allow connections only from computers running Remote
Desktop with Metwork Level Authertication recommended)

Help me choose Select Users...

Cancel Aoply
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Once your office computer is set up to accept authorized remote desktop connection:

From a remote Windows 10 computer,

7. On the Start Menu type in Remote Desktop Connection & select Remote Desktop Connection

on the top.
All Apps Documents Email Web More -
Best match
L_,‘. Remote Desktop Connection L
© App ¢

Search the web .
Remote Desktop Connection

O Remate Desktop Connection - See
web results

G App

Settings (2) .
O Open

4l

Run as administrator
Open file location

Pin to Start

v o &

Pin to taskbar

O Remate Desktop Connection
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8. Type in yourcomputername.vsoe.usc.edu then click on Connect.

% Rernote Desktop Connection — >

| Remote Desktop
<) Connection

Computer: | yourcomputemame veoe usc. edu| w

Username: Mone specified

fou will be asked for credentials when you connect.

[> Show Options Help

9. To find your computer name, right click on This PC & select Properties.

10. Under Computer name, domain, and workgroup settings look for Full Computer Name.

11. You will be prompted to enter your credentials for your computer. Login as you would at work.
Enter: vsoe\username and password.

12. Click OK.

Windows Security .

Enter your credentials

These credentials will be used to connect to hb.vsoe. usc.edu.

V5O F_‘\yDLI rusername

LA LR L L] e

D Remember me

13. Once connected, you are able to access your resources on your remote computer.
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Remote Desktop Mac

1. Go to the App Store and search for Microsoft Remote Desktop.

Microsoft Remote Desktop 10
Work from anywhere
Microsoft Corporation

3, B56 Ratings

Free

2. Click Get to download the app. You will need to enter you Apple ID credentials.
3. Once done, launch the app and click ‘+’ icon and select Add PC at the top of the Microsoft
Remote Desktop window.

Microsoft Remote Desktop
- v PCs Workspaces @ Search
Add PC
Add Workspace

Add your first PC connection
to get started.

Add PC
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4. Enter your PC name or IP address.

Microsaft Remote Desktop

PCs Workspaces

PC name: yourcomputername.usc.edu

User account: = Ask when required

General Display  Devices & Audio  Folders

Friendly name:

Group:

Gateway: | No gateway

+ Reconnect if the connection is dropped
Connect to an admin session
Swap mouse buttons

Cancel
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5. For User Account, select Add User Account, enter your credentials for your computer.
Enter: vsoe\username and password then click Add.

Add User Account

Username:

Password:

Friendly name:

Update as of 3/18/20 HB Page 8 of 10



5% USC University of

(11

\Y Southern California

USC Viterbi

School of Engineering

6. To start the connection, double-click on your PC Name thumbnail.

Microsoft Remote Desktop

PCs Workspaces Q. Search
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7. Click Continue.

You are connecting to the RDP host "1-2.722.7.22" The certificate couldn't
be verified back to a root certificate. Your connection may not be secure. Do
}‘ you want to continue?

Show Certificate Cancel Continue
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